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Abstract—Advancement in Micro-Electro Mechanical 
System (MEMS) that integrate mechanical system, sensor, 
actuator, and electronics has contributed to significant 
improvement of automation system including security and 
safety system. This paper will propose a framework of 
integrated security and safety system that combines Micro 
Embedded System and Computer Based System. The 
framework is designed and developed based on conceptual 
model of security and safety system for enclosed area such 
as campus, industrial complex, airport, and oil/gas 
platform. As infrastructure for connecting the security and 
safety devices, control panels, and Network Operating 
Center (NOC), the framework will use Hybrid Networking 
Technology. Such technology interconnects IP-based and 
non IP network in form of wired and wireless data 
communication. 
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In the early days of security system, it only concerns 
with physical security to prevent burglary or unwanted 
intrusion.  Scale of such system is limited to home or 
relatively small premises. So that security system is 
identical to home security system.  
Advancement in electronic sensor and automation 
system together with advancement in computer based 
system has stimulated the advanced security system. In this 
stage, the security system has combined with safety system. 
Latest sensor is developed using Micro-Electro-Mechanical 
Systems (MEMS) technology [1][2]. It integrates 
mechanical elements, sensors, actuators, and electronics on 
a common silicon substrate through micro fabrication 
technology. Synergy between sensor and actuator has made 
significant improvement in automation system including 
security and safety system. Computer based system takes 
role as integrator and controller. For bigger system where 
processor of micro embedded system is inadequate, 
computer can undertake the process. Regarding data 
communication, computer system has more advance 
technology either IP based or non-IP based network. This 
network technology has potential to enlarge the security 
and safety system. The enlargement can be in term of 
operational area or capability of the system. 
There are many technologies and solutions on security 
and safety system that have been implemented. Most of the 
technologies and solutions come from security and safety 
devices manufactures. They have proprietary system that is 
designed and developed according devices and equipments 
produced by the manufacturers. They bundle devices, 
equipments and system in a form of system solution. This 
condition hinders the security and safety system to be 
customized by user. There is less compatibility between 
devices from different manufacturer and almost impossible 
to combine different system solutions providing by 
different vendors. 
 For relatively big system, such as large office 
buildings, skyscraper, airport, or industrial complex, the 
owner or management of the building only focus on the 
system requirement. They conduct security and safety 
audit, vulnerability study, treat assessment, and risk 
analysis that will come up with conceptual modeling of the 
security and safety system. Detail of the system plan and 
technical specification will depend on security and safety 
system solution that is chosen through bidding process. 
This paper will propose a novel framework for 
integrated security and safety system. It is designed and 
developed based on conceptual model of security and 
safety system for an enclosed area such as university 
campus, residential area or industrial complex. The 
proposed framework links and matches the conceptual 
model with latest technology of security and safety devices, 
embedded system, and wireless data communication. 
 
II. BACKGROUND OF THE FRAMEWORK 
Typical security and safety system comprises of three 
system components, i.e. alarm system, access control 
system, and surveillance camera system. In conventional 
security and safety system, the system components are 
deployed separately as independent systems. Performance 
of security and safety system technically can be enhanced 
by integrating the three components into an integrated 
system. Besides the performance, the integration will 
significantly improve system scalability. 
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However, implementation of the integrated security and 
safety system is complicated. The complication is due to 
several issue regarding the difference of specification and 
standard of security and safety devices, mechanism of data 
flow and data exchange between system components, and 
architecture and protocol of the data communication. 
There are many types of security and safety devices. 
They can be categorized into sensor devices and actuator 
devices. Most of the devices are produced by manufacturers 
based on they own research. So technology of the device is 
proprietary to every manufacturer. This condition is 
contrary to conventional computer industry where devices 
such as printer, keyboard, hub, and router are produced 
based on general specification and international standard. 
Advanced specifications or specific features are added by 
computer manufacturer on top the general specification. All 
specifications and features must comply with the 
international standard.   
The difference of specification and standard of security 
and safety device raises issues in term of functions, 
capacity and capabilities of the device. For example, sensor 
devices may use different types of interface, such as 
parallel interface, serial RS-232, RS-485, SPI, and I2C. The 
use of many sensors with various interfaces must consider 
mechanism for data communication and interfacing. 
An integrated security and safety system needs the 
system components to perform collaborative task and data 
exchange. The scenario of cooperation and data flow 
between components involves some issues that must be 
well defined. For example, when the security system 
detects an intruder through its sensors, the system will 
activate the surveillance camera to tape the intrusion event 
with higher frame rate. The intrusion video must be sent to 
network operating center in form of video streaming. 
Otherwise, the surveillance camera will record with normal 
frame rate when an authorized person is detected entering a 
working area. In term of data exchange, the system must 
consider the various data parameters such as data size, data 
type, data priority, and data update interval. 
Most of current security and safety system only works in 
standalone mode. This mode can not be used for large 
monitoring area due to large number of security and safety 
devices that utilized. To address that problem, data 
communication system is needed for connecting the devices 
as well as method that can organize operational of the 
devices. IP based network is popular data communication 
system that potential to be used for the security and safety 
system [3]. Implementation the IP based network for such 
system involves with several challenges. For example, the 
use of IP address as unique identity for large number of 
security and safety device is not efficient. Furthermore, it is 
not all devices support communication using IP based 
network [4]. Therefore, design of integrated security and 
safety system needs a dedicated network architecture and 
network protocol.  
III. SECURITY AND SAFETY DATA 
 An integrated security and safety system receives and 
processes data from various types of security and safety 
devices. The data may be used to activate and control 
actuator devices, stored in database as log data, or as input 
for other system. 
 Based on source of the data, input data can be classified 
into sensor data, access control data, and data form 
surveillance camera. Sensor data contains information 
about events that are happened in monitoring area and 
detected by sensor or detector devices. The events are 
considered as sources of risk that threat the security and 
safety. For example event of fire that is detected by smoke 
detector or over-heat detector. Another example, in case of 
an unauthorized person intrudes a monitoring area, Passive 
Infra Red (PIR) sensor will generate sensor data and 
transmit it to Sensor Panel. The sensor based data has 
relatively small of size since it only comprises several bytes 
of binary data. 
 Access control data is information about people, vehicle, 
or any authorized object that enters a particular location or 
access specific resource. Using unique electronic 
identification that is attached to the authorized objects, 
access control devices can monitor and control the objects. 
At the same time it can prevent the unauthorized objects 
intrudes the location. Access control data comprises several 
bytes of text-based data. Therefore, it also has relatively 
small data size. 
 The surveillance camera data comprises multimedia data 
either still image data or motion picture (video) data. 
Compared to sensor based data and access control data, 
surveillance camera data is the biggest one. Size of the data 
is also varied depending on type of camera that captures the 
image or record the video. Technically, the data size is 
determined by resolution, deep of color, and encoding/ 
compression method that used by the camera. 
 
IV. SYSTEM COMPONENTS 
 Integrated security and safety system that implements 
this proposed framework has several principal components, 
i.e. Sensor Panel, sensor device, actuator device, access 
control device, surveillance camera, and Digital Video 
Recorder (DVR). Two other components, Cluster 
Coordinator and Sector Coordinator are need as additional 
components. Composition of the system components is 
varied for every implementation. It is determined based on 
operational mode of the system. Basically, there are two 
operational modes of the system, namely standalone mode 
and networking mode. 
 Sensor Panel is the fundamental component of 
integrated security and safety system. It comprises a 
microcontroller, IEEE 802.15.4 RF transceiver, and power 
supply unit as illustrated in Figure 1. Microcontroller is 
processing unit that controls all processes in Sensor Panel. 
It comprises CPU, memory, I/O interfaces (digital I/O, 
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ADC), and serial interfaces (USART, I2C, and SPI). The 
RF transceiver is used by Sensor Panel to communicate 
with other components/ entities in system wirelessly. 
 
 
Figure 1: Sensor Panel 
 
 In standalone mode, Sensor Panel functions to control 
action and reaction between devices. It receives input data 
from sensor and access-control devices via general purpose 
I/O ports or serial interface. Then, based on the input data, 
it will generate output data (command) and sent it to 
actuator devices via general purpose I/O ports. In 
networking mode, Sensor Panel has additional task to 
forward data to Network Operation Center (NOC). In this 
mode Sensor Panel also can be controlled by NOC using 
command data. 
 System that implements this proposed framework may 
employ some sort of sensors and actuators as input and 
output devices respectively. Various sensor devices, such as 
magnetic contact and PIR are utilized for detecting the 
presence of intruder and reporting the intrusion to Sensor 
Panel in form of sensor based data. Once Sensor Panel 
receives the data, it will send command to actuator devices 
in order to switch on siren. For safety purpose, dedicated 
detector may be added to detect gas leak or fire. Once gas 
leak or fire is detected, the detector takes action by sending 
sensor data to Sensor Panel. The Sensor Panel 
automatically will take reaction by triggering sirens and 
furthermore will activate sprinkler to spray the area with 
foam extinguisher. 
 This proposed framework uses RFID technology for 
access control devices. The RFID technology comprises 
two components, namely RFID transponder/ tag and RFID 
reader [5][6]. Every authorized object (person, vehicle, or 
etc.) is attached with a RFID tag that has unique ID. For a 
simple scenario, when an object enters a particular area/ 
location, ID of the object will be detected by RFID reader. 
If ID that received comes from authorized object, the 
Sensor Panel will send command to magnetic contact to 
unlock door or gate. Otherwise, the Sensor Panel will not 
send any command and the door will be still lock. 
 The other components that build the integrated security 
and safety System are surveillance cameras and Digital 
Video Recording (DVRs). The cameras are utilized to 
capture image or video of monitoring area. There are 
various surveillance cameras that are used in this system, 
such as dome camera, infra red camera, IP camera, and 
Pan-Tilt-Zoom (PTZ) camera. Every type of camera has 
specific purpose. Dome camera is used for monitoring 
small room due to its small resolution. Meanwhile, the infra 
red camera is used for monitoring area that has low 
intensity of light. The PTZ camera is used for monitoring 
large perimeter area according to the features of high 
resolution and excellent zoom. 
 DVR is used to control the surveillance cameras’ 
operation, such as start/ stop recording, increase/ decrease 
frame rate, take snap shot, and zoom in/ zoom out. Media 
storage and embedded web server are two main 
components of DVR. Using media storage, image or video 
can be saved besides rendering in monitor. Web server 
functions as system interface to interact with system in 
NOC. In addition, DVR also has I/O terminal that enables it 
to be integrated it with Sensor Panel. 
 The DVR can be configured to capture image or record 
video based on time schedule, or on event trigger. The 
image and video can be saved in DVR’s media storage or 
sent to NOC. DVR also can be used to detect intruder either 
using internal function of DVR or synergy with Sensor 
Panel. Using internal function, DVR will record the video 
when it detects a motion on the video frame that captured 
by surveillance camera. Synergy between DVR and Sensor 
Panel is established by connecting DVR to Sensor Panel 
through I/O terminals. When sensor devices that attached to 
Sensor Panel detect an intruder, the Sensor Panel will 
trigger the DVR to record the video from respective 
surveillance camera. 
 In networking mode, data from Sensor Panel is 
transmitted to NOC through Cluster Coordinator and Sector 
Coordinator. The Cluster Coordinator organizes data 
communication intra-cluster and data communication with 
Sector Coordinator. It manages all Sensor Panel under its 
cluster and also performs data processing such as data 
aggregation. Figure 2 shows diagram block of Cluster 
Coordinator’s components. Two IEEE 802.15.4 RF 
transceivers are attached to the coordinator. One transceiver 
has shorter transmission range, used to serve Sensor Panel 
while the longer transmission range used to communicate 
with Sector Coordinator. 
 
Figure 2: Cluster Coordinator 
 
 The Sector Coordinator has similar features with Cluster 
Coordinator, but it has additional function as a gateway that 
can connect the sector to NOC. To enable that function, the 
Sector Coordinator has two kinds of communication 
modules, i.e. extended range IEEE 802.15.4 RF transceiver 
and GPRS/HSDPA modem or WAN adapter. The Sector 
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Coordinator uses Single Board Computer (SBC) as 




Figure 3: Sector Coordinator 
 
 All of processes within the integrated security and safety 
system are controlled by NOC as main controller. NOC can 
issue commands or instructions to all of the system 
components, such as activate/ deactivate sensors, and 
increase/ decrease the frame rate of video recording. NOC 
also has large media storage to save all security and safety 
information. The most important feature of NOC is ability 
to override instruction or setting that made by Sensor 
Panels, Cluster Coordinators, and Sector Coordinators.  
 
V. FRAMEWORK ARCHITECTURE 
 The proposed framework organizes the integrated 
security and safety system in vertical and horizontal 
architecture. In horizontal architecture, the system is split 
into Sensor Panel subsystem and Surveillance Camera 
subsystem. Sensor Panel subsystem comprises Sensor 
Panel, sensors-actuators, and all access control devices that 
are connected and managed by Sensor Panel. The 
Surveillance Camera subsystem is counter part of Sensor 
Panel subsystem that comprises surveillance cameras and 
DVRs. 
 Sensor Panel subsystem and Surveillance Camera 
subsystem can be operated in standalone mode or 
networking mode as described in section 4. When both 
subsystems work in networking mode, they require data 
communication system. The vertical architecture that is 
proposed in this framework is a solution to fulfill the 
requirement. In vertical architecture, system components 
are organized hierarchically into sensor panel tier, cluster 
tier and sector tier [7]. 
 The integrated security and safety system employs a 
large number of Sensor Panels. The Sensor Panels construct 
the lowest tier of vertical architecture that called sensor 
panel tier. Even though every Sensor Panel can work in 
standalone mode, the implementation of large number of 
Sensor Panels in this tier leads to difficulties in managing 
all events that are detected by sensor devices. To overcome 
this issue, the proposed framework organizes Sensor Panels 




Figure 4: Cluster Architecture 
  
 The data communication intra-cluster is managed by a 
Cluster Coordinator as illustrated in Figure 4. The Cluster 
Coordinator receives data from all Sensor Panels and 
performs data aggregation before forwarding the data to 
Sector Coordinator. The data aggregation intends to reduce 
the traffic density [8]. Only the aggregated-data will be sent 
to the Sector Coordinator instead of send all data. However, 
if NOC needs details and actual data from Sensor Panel, 
data aggregation function can be ignored by Cluster 
Coordinator. A number of clusters form the second tier of 
vertical architecture that called cluster tier.  
 Some clusters that are close each other will be organized 
into a group that called sector as illustrated in Figure 5. The 
data communication within a sector is managed by a Sector 
Coordinator. The Sector Coordinator also functions as 
gateway to deliver data from sector to NOC.  When a 
Sector Coordinator receives data from Cluster Coordinators 
in its sector, it will forward the data to NOC. In other 
direction, the Sector Coordinator receives data from NOC 
and forwards the data to the Cluster Coordinators. As a 
gateway, Sector Coordinator has capability to interconnect 
non-IP network (link from Cluster Coordinators to Sector 
Coordinator) to IP based network (link from Sector 




Figure 5: Sector Architecture 
 
Due to a large number of clusters used by the system, the 
use of single Gateway / Sector Coordinators is inadequate. 
The increase of cluster is proportionate with data traffic that 
is potential to overload the gateway [9]. To solve the 
problem, this framework employs multiple gateways and 
groups the clusters into several sectors. All sectors will 
form the third tier of Sensor Panel subsystem that is called 
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sector tier. Other consideration of multiple gateways is for 
geographic reason. When clusters spread on large remote 
area, it is required more than single gateway/ Sector 
Coordinator. The overall architecture of Sensor Panel 




Figure 6: Overall Architecture of Sensor Panel Subsystem 
 
 Surveillance Camera subsystems that set up in a cluster 
area are managed by single DVR. The DVR can work 
either in standalone mode or in networking mode. In 
networking mode, DVR can be accessed and configured by 
NOC through web server that embedded to DVR. The 

















































Figure 7: The Architecture of Surveillance Camera 
Subsystem  
 As described in section 4, a DVR connected to Cluster 
Coordinator through its I/O terminal using wire 
connections. Therefore, the Cluster Coordinator also can 
trigger the operations of Surveillance Camera subsystems 
by sending some signals to DVR. Hence, despite the 
Surveillance Camera subsystems and Sensor Panel 
subsystems use separate architecture, both of them are 
integrated through the Cluster Coordinator. The integration 
of Sensor Panel subsystem and Surveillance Camera 




Figure 8: Integration of Sensor Panels subsystem and 
Surveillance Camera subsystem. 
 
VI. DESIGN OF THE HYBRID NETWORK 
 The hybrid network architecture that proposed in this 
framework combines non-IP and IP network. The non-IP 
network uses ZigBee/ 802.15.4 standard protocol [10]. The 
protocol is used for communication intra-cluster and 
communication between Cluster Coordinator and Sector 
Coordinator. The IP network is used in communication 
between Sector Coordinator and NOC. 
 Every cluster is considered as a Personal Area Network 
(PAN) that has a unique PAN ID. To form a PAN, a 
Cluster Coordinator must be activated first. The Cluster 
Coordinator scans the frequency channels that used in 
802.15.4 standard and choose a free channel as operating 
channel. Once the operating channel is chosen, a unique 
PAN ID is assigned to the PAN. The Cluster Coordinator 
manages the PAN such as to allow and disallow Sensor 
Panel (PAN Node) to join up the PAN. A joined Node 
communicates using the same frequency as defined by 
Cluster Coordinator. Every Node can be assigned a unique 
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ID for data addressing instead of IP address. The Node ID 
is assigned by the Cluster Coordinator and the ID is only 
valid to be used in its respective cluster.  
 The Cluster Coordinator also manages data flow from 
Nodes to Gateway and vice versa. A non-IP packet that sent 
from Node to Sector Coordinator (Gateway) consists of 
packet header and data. The header contains three IDs for 
data addressing that are added by Sensor Panel, Cluster 
Coordinator, and Sector Coordinator subsequently as 
illustrated in Figure 9. 
 
 
Figure 9: IP Packet and Non-IP Packet 
  
 The Node ID is added by Sensor Panel when it sends a 
data packet to Cluster Coordinator. Then Cluster 
Coordinator adds its PAN ID to the packet before 
forwarding the packet to Sector Coordinator. Furthermore, 
Sector Coordinator adds Sector ID as the third ID to the 
packet. 
 The non-IP packet that received by Sector Coordinator 
will be sent out to NOC using IP network. Sector 
Coordinator transforms the non-IP packet to IP packet by 
encapsulating the non-IP packet into IP packet as illustrated 
in Figure 9. The non-IP packet will become data part of the 
IP packet.  
 In order to connect to IP network, the Sector 
Coordinator is attached with cellular module 
(GPRS/HSDPA) WAN adapter. The use of these modules 
depends on the availability of network infrastructure to 
support the operation of modules. 
  
VII. CONCLUSION 
 The novel framework that is proposed in this article 
aims to integrate conventional alarm system, access control 
system, and surveillance camera system. The framework 
organizes the security and safety system into horizontal and 
vertical architecture. In horizontal architecture, sensor panel 
subsystem and surveillance camera subsystem are 
combined to improve performance and scalability of the 
system. While in vertical architecture, both of subsystems 
are managed hierarchically from sensor panel tier, cluster 
tier, and sector tier. 
 However, the use of wireless network as part of hybrid 
network technology for data communication is vulnerable 
to network security problems such as jamming, tapping, 
interference, noise, etc. So that, for system with high level 
of security requirement. It is recommended to replace 
wireless data transmission with wired data transmission 
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